Duo Self-Enrollment Process

To begin set up, login to your email on a PC and scan the QR Code that pops up.

Select Next to set up an account with Duo Security.
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Welcome to
Duo Security

Let's set up an account to protect your identity.

Next

Click Next a few more times.
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Did you know? What can you do?

The best way to protect your identity
is with additional verification using
your phone or another device.

97% of data breaches start by
stealing your identity.
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Select Due Mobile
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Select an option

You'll use this to log in with Duo. You can add

another option later.

@ Duo Mobile Recommended
Get a notification or code on your device

Enter your phone number and select | have a tablet. (Note: You must select "Tablet"
even if you are using a mobile phone or the setup will fail.)

< Back

Enter your phone number

You'll have the option to log in with Duo Mobile.

Country code Phone number
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Example: "201-555-5555"

| have a tablet



Click Next again.

£ Back

Download Duo Mobile

Cn your mobile device, download the app from
the App Store or Google Play.

Next

Secured by Duo

Scan this code in Duo Mobile

{ Back

Scan this code in Duo Mobile

In the app, select Use @R code to scan.

Get an activation link instead

Secured by Duo



Click Continue.
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© Added Duo Mobile

You can now use Duo Mobile to log in using a
push natification sent to your mobile device.

Continue

Secured by Duo

Select Skip for now.

Add another way to log in?

We recommend this to ensure you don't get

locked out.

Windows Hello Recommended 3
Use Windows Hello on this device

@ Security key >

Use a security key

Skip for now



Select Log in with Duo
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Setup completed!

You're ready to log in with Duo.

‘ Log in with Duo ‘

Secured by Duo



How It Works

1. Enter username and password as usual
2. Use your phone or fob to verify your identity (fobs are available through ITS at no
charge)
3. Securely logged in
No mobile phone?

You can also use a tablet or ask for a fob. Duo lets you link multiple devices to your
account to use your mobile phone and a fob (or other) as two different devices.

No longer have the mobile phone you signed up with?

Please email helpdesk@asub.edu. For immediate assistance between 7:30 a.m.- 7:00
p.m. on Monday - Friday, please call the helpdesk at 501.882.8999.

Why You Need It

Passwords are increasingly easy to compromise. They can often be stolen, guessed, or
hacked — you might not even know someone is accessing your account.

Two-factor authentication adds a second layer of security, keeping your account secure
even if your password is compromised. With Duo Push, you'll be alerted immediately
through your phone if someone is trying to log in as you.

This second factor of authentication is separate and independent from your username
and password — Duo never sees your password.
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